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Abstract— The physical security of critical 
facilities in the oil and gas industry has 
become a pressing concern due to scientific 
and technological progress and new 
mechanisms to bypass the physical security 
controls. The current study is dedicated to a 
critical examination of the performance of 
the physical security system in the Oil and 
Gas Industries and the potential of 
integrating facial recognition technology to 
improve its resilience towards physical 
security threats. The research was 
conducted within the integrative conceptual 
framework of the physical security culture 
that distinguishes between the 
technological, human, and organizational 
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physical security domains. The author 
surveyed 186 employees working in an oil 
and gas company in the UAE. The 
organization has an effective physical 
security system that does not display critical 
vulnerabilities. Based on the study’s 
findings, the performance of this 
organization's physical security system is 
high across all three domains of physical 
security culture. Furthermore, most 
employees believe that the organization 
could benefit from integrating facial 
recognition technology as an additional 
defence layer against physical security 
threats to alleviate the negative impact of 
external factors on the company's physical 
security performance. Therefore, the study 
results could be valuable from the 
theoretical and practical perspectives by 
providing valuable insights into the projected 
performance of facial recognition 
technology.  

I. Introduction 
The rapid expansion of 

scientific and technological 
progress and increased tension 
in the international arena 
contribute to the growing 
topicality of physical security 
vulnerabilities in many 
organizations. As a result, firms 
in different corners of the globe 

are looking for new instruments 
to protect their assets from 
external and internal threats. 
However, despite these attempts, 
such factors as terrorism, 
vandalism, burglary, sabotage, 
and theft remain disturbing risks 
for many organizations. 
Therefore, topics related to 
physical security performance 
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are prevalent in contemporary 
research. 

It is often suggested that 
physical security performance 
can be measured using 
technological, human, and 
organizational factors [1]. 
Accordingly, companies seeking 
to enhance the performance of 
their physical security systems 
seek improvements in specific 
physical security domains. In 
particular, the idea of 
reinforcing the technological 
domain with the help of facial 
recognition technology, which 
allows significantly increasing 
organizations' resilience towards 
physical security threats, is 
becoming increasingly popular 
[2]. Furthermore, the notion of 
integrating facial recognition 
technology with prevailing 
physical security controls 
appears attractive for 
organizations because it could 
potentially address those 
vulnerabilities that are 
overlooked by other physical 
security measures, such as a 
CCTV surveillance system or 
fingerprint sensor. 

Vulnerabilities in physical 
security systems are alarming 

for companies operating in the 
oil and gas industry because 
their assets are especially likely 
to become targets of criminals 
attempting to steal critical assets 
or disrupt facilities' operations. 
In this situation, an investigation 
of physical security in the oil and 
gas industry is becoming more 
topical than ever, encouraging 
scientists to explore factors that 
could strengthen the existing 
physical security systems and 
develop new strategies for 
implementing effective and 
efficient solutions. The oil and 
gas industry of the UAE is a 
bright example of a sector whose 
physical security performance is 
currently a critical concern for 
many stakeholders. 
Organizations operating in this 
industry use many physical 
security controls, such as CCTV 
surveillance, security officers, 
protective barriers, locks, access 
control, perimeter intrusion 
detection, and other systems. At 
the same time, the available 
evidence provides a compelling 
reason to believe that many 
companies in this sector remain 
vulnerable to physical security 
threats. In particular, the 
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surveyed organization is an 
example of a critical oil and gas 
facility in the UAE that is 
partially exposed to physical 
security threats [3]. Considering 
the facility's vital importance to 
the UAE's economy, designing 
an effective security system that 
safeguards it from any external 
and internal threats becomes a 
matter of high priority. Such a 
strategy should be implemented 
by companies in the UAE oil and 
gas industry.   

The purpose of this article is to 
conduct a critical investigation 
of the performance of the 
physical security system utilized 
in the Oil and Gas Industries 
operating in the UAE and 
explore whether its performance 
could be enhanced with the help 
of facial recognition technology. 
The article seeks to evaluate the 
physical security performance of 
one of the organizations in this 
sector and determine how 
physical security threats and 
external factors impact the 
facility's physical security. 
Furthermore, it will measure the 
influence of physical security 
domains on integrating facial 
recognition technology. The 

article also seeks to project the 
potential impact of facial 
recognition technology on the 
facility's physical security 
performance. The study relies on 
a quantitative research 
methodology and the method of 
survey. A regression analysis 
was run to measure a 
relationship between the three 
domains of physical security 
culture and the projected 
performance of physical security 
systems following the 
implementation of facial 
recognition technology. 

 
II. Literature Review 
A. Measurement of Physical 

Security Performance 
Whereas it may seem that the 

measurement of security 
performance implies using 
specific quantitative parameters 
to assess a set of indicators, this 
task is complex and challenging. 
The literature does not offer a 
single model for measuring 
physical security performance. 
For example, the official website 
of [4], a well-known consulting 
agency, indicates that the 
organization offers customized 
services to its clients that offer 
unique physical security risk 
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assessment metrics based on a 
particular firm's specifics. 
Similarly, New Zealand's 
government's official website 
states that a company is 
supposed to design its system of 
physical security indicators [5]. 
It could be inferred from these 
two sources that there is 
currently no single physical 
security model that could be 
universally employed in any 
company to assess its physical 
security performance. 
Accordingly, each company 
should create its measurement 
approach. 

Due to such controversy, the 
idea of using perceived physical 
security measures is becoming 
increasingly popular. For 
example, in a recent study by [6], 
they used the measure of 
perceived security as one of the 
key independent variables. [7] 
also utilized a similar approach, 
who argued that mobile wallets' 
perceived security was a 
reasonable and valid security 
measure. Even though these 
studies did not focus on physical 
security, their methodologies 
illustrate that perceived security 
measures are often used in those 
situations when the “objective” 
security measurement is 

problematic. In line with this 
recent security measurement 
trend, the current study will also 
utilize perceived physical 
security indicators to measure 
physical security performance. 

 
B. Physical Security 

Performance in the Oil 
and Gas Industry 

In the most general view, 
physical security refers to the 
system and process of protecting 
physical resources, restricted 
areas, and personnel within a 
company from any physical 
events and actions that may lead 
to damage or losses to an agency, 
institution, or enterprise. 
According to [8], the 
prioritization of physical 
security in the overall 
information security system is 
usually low. However, physical 
security is crucial for various 
facilities in the oil and gas 
industry seems evident. 
According to [9], physical 
security is an inalienable part of 
the systems engineering 
framework in the oil and gas 
sector and operations, 
information, network, 
communications, administrative, 
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computer, personnel, and 
emanation security. Furthermore, 
facilities in this industry face 
several physical security threats, 
such as unintentional operator 
errors that could damage the 
equipment or disrupt an entire 
organization's operations [10]. 
Therefore, the issue of their 
physical security becomes 
crucial.  

As oil and gas facilities are 
often of critical importance for 
national economies, they use 
advanced physical security 
systems. Access to many 
facilities is restricted and 
controlled with various physical 
security controls that allow only 
authorized personnel to access 
them [11]. Simultaneously, the 
available evidence indicates that 
simple locks and security 
officers' presence might not be 
sufficient for maintaining a 
desirable level of physical 
security in the oil and gas 
industry. In order to safeguard 
critical assets from physical 
security threats, organizations 
operating in the industry use a 
plethora of controls, such as 
locks and keys, doors, gates and 
barriers, security officers, 

fingerprint technology, 
electronic access card control 
systems, perimeter intrusion 
detection, and CCTV 
surveillance systems.  

Furthermore, they also have 
strict security procedures and 
company policies to minimize 
exposure to physical security 
threats. These physical security 
controls are supposed to ensure 
that oil and gas facilities 
adequately detect and deter 
physical security threats that the 
organization faces, ensuring a 
sufficient protection level across 
the technological, organizational, 
and human domains of a 
physical security culture. In 
addition, facilities' physical 
security systems should display 
high performance across all 
three physical security domains 
to safeguard assets from external 
and internal physical security 
threats. Therefore, 
understanding the specific 
domains of a physical security 
culture is critical for ensuring a 
sufficient level of oil and gas 
facilities' protection from 
physical security threats.  

 
C. Physical Security Culture 
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computer, personnel, and 
emanation security. Furthermore, 
facilities in this industry face 
several physical security threats, 
such as unintentional operator 
errors that could damage the 
equipment or disrupt an entire 
organization's operations [10]. 
Therefore, the issue of their 
physical security becomes 
crucial.  

As oil and gas facilities are 
often of critical importance for 
national economies, they use 
advanced physical security 
systems. Access to many 
facilities is restricted and 
controlled with various physical 
security controls that allow only 
authorized personnel to access 
them [11]. Simultaneously, the 
available evidence indicates that 
simple locks and security 
officers' presence might not be 
sufficient for maintaining a 
desirable level of physical 
security in the oil and gas 
industry. In order to safeguard 
critical assets from physical 
security threats, organizations 
operating in the industry use a 
plethora of controls, such as 
locks and keys, doors, gates and 
barriers, security officers, 

fingerprint technology, 
electronic access card control 
systems, perimeter intrusion 
detection, and CCTV 
surveillance systems.  

Furthermore, they also have 
strict security procedures and 
company policies to minimize 
exposure to physical security 
threats. These physical security 
controls are supposed to ensure 
that oil and gas facilities 
adequately detect and deter 
physical security threats that the 
organization faces, ensuring a 
sufficient protection level across 
the technological, organizational, 
and human domains of a 
physical security culture. In 
addition, facilities' physical 
security systems should display 
high performance across all 
three physical security domains 
to safeguard assets from external 
and internal physical security 
threats. Therefore, 
understanding the specific 
domains of a physical security 
culture is critical for ensuring a 
sufficient level of oil and gas 
facilities' protection from 
physical security threats.  
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The literature offers valuable 
insights into the phenomena of 
physical security culture. This 
concept may be described as a 
system of factors spanning the 
technological, organizational, 
and human domains that protect 
an organization against external 
and internal threats [1]. 
Understanding a security culture 
as a set of values, principles, 
policies, and assets in 
predetermining a firm's 
resistance against physical 
security threats have been 
among the most common ways 
to conceptualize an 
organization’s physical security 
for decades. Therefore, adopting 
a conceptual framework on 
physical security culture to 
discuss and analyze one of the 
organization's physical security 
performances in the UAE's oil 
and gas industry appears to be a 
rational option aligned with 
current security studies' trends. 
Furthermore, a physical security 
culture concept implies 
differentiating between three 
domains organizational, 
technological, and human. 

The organizational domain 

The organizational domain of 
physical security culture 
comprises tangible components 
of security in an organization. 
Tangible security components in 
an organization are the qualities 
that can be observed when 
moving around in an 
organization [1]. Company 
policies are vital components of 
the organizational environment 
that relate to basic rules that all 
the employees must follow to 
protect the organization’s assets 
from internal and external 
physical security threats [12]. 
Security procedures are closely 
related to the company policies. 
Their influence on physical 
security performance is even 
more pronounced than company 
policies. 

The technological domain 
The technological domain of 

physical security culture 
consists of the organization's 
security technology, material, 
and equipment [1]. Most 
frequently, companies seek to 
improve the technological 
domain of physical security 
culture. Unfortunately, 
organizations spend resources 
on upgrading information 
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security, leaving the physical 
security element of the company 
prone to weaknesses. Physical 
security threats have intensified 
in many companies since 
security emphasis tends to be 
elsewhere. 

The human domain 
The human domain of an 

organization consists of less 
tangible or non-observable 
security components. Physical 
security effectiveness as 
evaluated by employees is an 
example of a non-observable 
security component in an 
organization [1]. This area may 
also include the degree of 
security experts hired by an 
organization. In addition to the 
cutting-edge security technology 
utilized by many organizations 
in critical infrastructures, the 
security officers are highly 
trained experts. 

Combining all the three 
domains of physical security 
culture and all the controls used 
in these domains is crucial for 
maintaining an adequate 
physical security performance.  

 
D. Physical Security Control 

Most secure locations in 
modern organizations use 
rigorous physical security 
control measures. The first line 
of defense in every industry or 
organization focuses on 
defending its perimeter [13]. 
Different techniques have been 
utilized to prevent unauthorized 
personnel's entry into the 
restricted zones and identify 
such instances on time. Most 
measures incorporated into a 
conventional perimeter intrusion 
detection system entail 
providing access points with 
sensing devices, such as door 
switches, glass break detectors, 
window screens, lace and panels, 
and interior sensors. 
Unfortunately, such systems 
have evident security 
vulnerabilities. Determined 
assailants may bypass defensive 
measures by breaking through a 
wall, entering via a ventilation 
system, or remaining within a 
building beyond closure. 
Therefore, a perimeter intrusion 
detection system shows minimal 
efficacy in identifying and 
preventing physical security 
threats. 
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lost and then used by 
unauthorized individuals to 
access restricted areas, resulting 
in the increased risk of potential 
losses caused by theft and other 
physical security threats. As a 
result, an electronic access 
control system might sometimes 
fail to deter physical security 
threats.  

Fingerprint technology seems 
to be a more effective instrument 
than traditional locks and an 
electronic access control system 
since this biometric system 
regulates access based on 
individuals' fingerprints. Due to 
this benefit, fingerprint 
technology offers a higher level 
of protection [16]. Unfortunately, 
criminals have recently become 
more sophisticated, 
undermining fingerprint 
technology's effectiveness. For 
example, they use compromised 
templates to clone fingerprints 
and access restricted facilities, 
or determined criminals could 
cut off a thumb of a bank 
manager to access vaults 
utilizing this technology [16]. 
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If criminals penetrate through 
the first line of defense, their 
further advance is supposed to 
be deterred by various other 
mechanisms. Traditional 
physical security controls, such 
as locks and keys, doors, gates, 
and barriers, are physical 
security controls widely used to 
protect the assets and employees 
throughout the industry to deter 
and detect physical security 
threats such as penetrators from 
entering critical facilities. 
Unfortunately, determined 
criminals can easily exploit 
these physical security controls’ 
limitations and vulnerabilities 
[14]. For example, a penetrator 
could use a stolen key to access 
a facility or open a door through 
lock picking.  

Electronic access control 
systems have been implemented 
in many organizations to address 
vulnerabilities of traditional 
controls and regulate employees' 
access into facilities through 
doors, gates, barriers, turnstiles, 
and other physical security 
controls. Various access cards, 
such as magnetic strips and HID 
cards, are used to deny and 
authorize personnel to secured 

zones [15]. Despite the seeming 
advantages of this measure, an 
access card could be stolen or 
lost and then used by 
unauthorized individuals to 
access restricted areas, resulting 
in the increased risk of potential 
losses caused by theft and other 
physical security threats. As a 
result, an electronic access 
control system might sometimes 
fail to deter physical security 
threats.  

Fingerprint technology seems 
to be a more effective instrument 
than traditional locks and an 
electronic access control system 
since this biometric system 
regulates access based on 
individuals' fingerprints. Due to 
this benefit, fingerprint 
technology offers a higher level 
of protection [16]. Unfortunately, 
criminals have recently become 
more sophisticated, 
undermining fingerprint 
technology's effectiveness. For 
example, they use compromised 
templates to clone fingerprints 
and access restricted facilities, 
or determined criminals could 
cut off a thumb of a bank 
manager to access vaults 
utilizing this technology [16]. 
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As a result, fingerprint 
technology alone cannot protect 
an organization from physical 
security threats. 

A CCTV surveillance system 
is another example of a popular 
physical security control 
mechanism that is often 
integrated into the physical 
security systems of modern 
organizations. Many companies 
operate security control rooms, 
and security officers observe 
activities through CCTV 
surveillance systems to monitor 
potential events that may 
negatively impact entities [17]. 
However, vulnerabilities of such 
systems include the risk of 
human errors and possible 
disruptions of CCTV cameras. 
In particular, cameras could be 
easily manipulated or 
vandalized by criminals in 
different ways, including using 
sprays of gum on the lenses [18]. 
Such a threat could be, to a large 
extent, prevented with the help 
of attentive, committed security 
officers, who represent the key 
elements of the human domain 
of a physical security culture. 
However, even skilled officers 
might fail to detect criminals in 
certain situations, such as during 
rush hours. Therefore, effective 

organizational policies and 
security procedures should be 
implemented to prevent such 
scenarios.  

 
E. Facial Recognition 

Technology 
The previous section of the 

literature review showed that all 
the existing physical security 
controls have critical 
vulnerabilities that determined 
criminals could exploit. In this 
situation, the idea of 
implementing new mechanisms 
to eliminate these vulnerabilities 
and introduce an additional layer 
of defense for an organization 
seems promising. Facial 
recognition technology is a 
novel type of technology that 
identifies a person based on a 
video frame or a digital image. 
In most cases, facial recognition 
applications compare digital 
images of people with pictures 
in the database to identify 
specific individuals [2]. As the 
market continues to grow, the 
UAE airports were equipped 
with facial recognition 
technology in 2008, increasing 
the security level and prevent 
questionable individuals from 
entering the country [19]. In 
addition, unlike other physical 



ISSN: 2180-3811         Vol. 13     No. 1    January - June 2022

Journal of Engineering and Technology 

54

Journal of Engineering and Technology 

10 
ISSN: 2180-3811 Vol. XX No. X 

 

As a result, fingerprint 
technology alone cannot protect 
an organization from physical 
security threats. 

A CCTV surveillance system 
is another example of a popular 
physical security control 
mechanism that is often 
integrated into the physical 
security systems of modern 
organizations. Many companies 
operate security control rooms, 
and security officers observe 
activities through CCTV 
surveillance systems to monitor 
potential events that may 
negatively impact entities [17]. 
However, vulnerabilities of such 
systems include the risk of 
human errors and possible 
disruptions of CCTV cameras. 
In particular, cameras could be 
easily manipulated or 
vandalized by criminals in 
different ways, including using 
sprays of gum on the lenses [18]. 
Such a threat could be, to a large 
extent, prevented with the help 
of attentive, committed security 
officers, who represent the key 
elements of the human domain 
of a physical security culture. 
However, even skilled officers 
might fail to detect criminals in 
certain situations, such as during 
rush hours. Therefore, effective 

organizational policies and 
security procedures should be 
implemented to prevent such 
scenarios.  

 
E. Facial Recognition 

Technology 
The previous section of the 

literature review showed that all 
the existing physical security 
controls have critical 
vulnerabilities that determined 
criminals could exploit. In this 
situation, the idea of 
implementing new mechanisms 
to eliminate these vulnerabilities 
and introduce an additional layer 
of defense for an organization 
seems promising. Facial 
recognition technology is a 
novel type of technology that 
identifies a person based on a 
video frame or a digital image. 
In most cases, facial recognition 
applications compare digital 
images of people with pictures 
in the database to identify 
specific individuals [2]. As the 
market continues to grow, the 
UAE airports were equipped 
with facial recognition 
technology in 2008, increasing 
the security level and prevent 
questionable individuals from 
entering the country [19]. In 
addition, unlike other physical 

Journal of Engineering and Technology 

11 
ISSN: 2180-3811 Vol. XX No. X 

 

security controls, the system 
allows identifying and screening 
individuals from different angles 
without involving immigration 
officials at the airport [19]. This 
technology's advantages are so 
promising that the industries 
spend a significant amount of 
resources developing and 
integrating facial recognition 
applications. 

Facial recognition applications 
could reduce the impact of 
internal and external physical 
security threats. In particular, the 
technology could provide 
organizations with an 
opportunity to automatically 
grant or deny access by 
verifying the authorization 
through the comparison of the 
individuals' identity with the 
records of enrolled employees in 
the database, as opposed to 
manually verifying their 
identities with the help of ID 
cards [14].  

One of the most evident 
benefits of facial recognition 
technology applications is 
preventing unauthorized access 
to restricted facilities. The 
scenarios of stolen access cards 
and cloned fingerprints do not 
apply to organizations that 
regulate access with the help of 

facial recognition technology, 
which provides superior 
physical security performance 
[20].  

Another promising area of the 
technology's implementation is 
processing high personnel 
volumes during rush hours. The 
risks of providing unauthorized 
individuals with a right to access 
restricted facilities magnify 
during rush hours because 
security officers might not have 
enough time to examine the 
situation. Integrating facial 
recognition technology into the 
existing physical security 
controls to interrupt people's 
flow from one area to another 
could reduce the chances of 
admitting unauthorized 
individuals.  

The third benefit of the 
technology is connected with its 
utilization during emergencies. 
A surveillance system integrated 
with facial recognition 
technology could quickly locate 
missing persons at the 
emergency assembly point [21]. 
Real-time tracking of these 
missing persons' exact locations 
could be pinpointed, which 
would allow the Incident 
Management Team to dispatch 
response teams within a short 
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officials at the airport [19]. This 
technology's advantages are so 
promising that the industries 
spend a significant amount of 
resources developing and 
integrating facial recognition 
applications. 

Facial recognition applications 
could reduce the impact of 
internal and external physical 
security threats. In particular, the 
technology could provide 
organizations with an 
opportunity to automatically 
grant or deny access by 
verifying the authorization 
through the comparison of the 
individuals' identity with the 
records of enrolled employees in 
the database, as opposed to 
manually verifying their 
identities with the help of ID 
cards [14].  

One of the most evident 
benefits of facial recognition 
technology applications is 
preventing unauthorized access 
to restricted facilities. The 
scenarios of stolen access cards 
and cloned fingerprints do not 
apply to organizations that 
regulate access with the help of 

facial recognition technology, 
which provides superior 
physical security performance 
[20].  

Another promising area of the 
technology's implementation is 
processing high personnel 
volumes during rush hours. The 
risks of providing unauthorized 
individuals with a right to access 
restricted facilities magnify 
during rush hours because 
security officers might not have 
enough time to examine the 
situation. Integrating facial 
recognition technology into the 
existing physical security 
controls to interrupt people's 
flow from one area to another 
could reduce the chances of 
admitting unauthorized 
individuals.  

The third benefit of the 
technology is connected with its 
utilization during emergencies. 
A surveillance system integrated 
with facial recognition 
technology could quickly locate 
missing persons at the 
emergency assembly point [21]. 
Real-time tracking of these 
missing persons' exact locations 
could be pinpointed, which 
would allow the Incident 
Management Team to dispatch 
response teams within a short 
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time to save their lives [8]. All 
the arguments above illustrate 
that implementing facial 
recognition technology could 
positively affect an 
organization's physical security 
performance. 

 
F. Challenges of Facial 

Recognition Technology 
Despite facial recognition 

technology being a novel type of 
technology that identifies a 
person based on a video frame or 
a digital image, still, there are 
specific challenges to 
implementing the technology. 
For example, [22] argued that 
variations such as pose, facial 
expressions, and illumination 
significantly affect the facial 
recognition algorithm, and its 
overall performance is degraded. 
Simultaneously, the recent 
global pandemic of COVID-19 
requiring individuals to use face 
masks and other face coverings 
to stay protected. Individuals 
can be authenticated using facial 
recognition technology even 
when wearing face masks. 

If proven to be effective in 
addressing the challenge of 
partially masked faces, facial 
recognition technology will 
likely continue to expand rapidly 

to include various institutions 
and industries. Furthermore, 
recent data show that facial 
recognition applications' success 
rate in identifying persons’ 
identities is around 95% for 
people wearing masks and 
99.5% for people without them 
[23]. Accordingly, it seems 
justified to argue that even if 
developers do not improve the 
technology to identify people 
despite partially obscured faces, 
facial recognition instruments 
could still recognize the 
overwhelming majority of 
organizations' employees. 

There is evidence that facial 
recognition technology can 
recognize partially obscured 
facial features. A recent 
innovation developed by [24] 
can match an individual's images 
even if the recognition 
technology can only see the 
person's back or side [24]. Even 
if part of the facial features is 
covered, this particular 
technology will allow 
spontaneous recognition. The 
rapid development of facial 
recognition technology will 
likely lead to increased accuracy 
in identifying individuals, even 
when their faces are fully 
covered. 
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In the past few years, the 
development and adoption of 
facial recognition, detection, and 
analysis technologies have seen 
considerable growth, which has 
led to the identification of 
critical biometric elements used 
within facial recognition 
technology [25]. In addition, 
many companies use facial 
recognition to make products 
more user-friendly for 
consumers to secure their 
devices, such as mobile phones 
and laptops, with an encryption 
tool [14]. Thus, it is sufficient to 
argue that such challenges 
hardly influence the industry’s 
development, and the global 
biometrics technology market 
will reach $59.31 billion by 
2025 [26]. 

 
G. Integration of Facial 

Recognition Technology 
The available evidence 

provides a compelling reason to 
believe that integrating facial 
recognition technology with the 
existing physical security 
systems in the oil and gas 
facilities could improve the 
effectiveness of technological, 
organizational, and human 
domains of physical security 

culture [1], [9]. Unfortunately, 
the existing literature does not 
provide important data on the 
applicability of facial 
recognition technology for 
enhancing the elements of 
subdomains across the domains 
of physical security culture in 
the oil and gas industry. 
Therefore, the study’s findings 
could be considered a valuable 
contribution in the literature 
regarding the applicability of 
facial recognition technology to 
the existing security domains of 
oil and gas facilities to enhance 
the performance of physical 
security systems. 

This study will examine the 
dependence of this integration 
process on the effectiveness of 
the organization's physical 
security culture's technological, 
organizational, and human 
domains. Furthermore, it is 
planned to examine the impact 
of these three domains on 
physical security performance 
while also investigating the 
physical security performance in 
light of external factors and 
physical security threats. Such a 
broad yet practical scope is 
novel for the literature. 
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more user-friendly for 
consumers to secure their 
devices, such as mobile phones 
and laptops, with an encryption 
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hardly influence the industry’s 
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will reach $59.31 billion by 
2025 [26]. 
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culture [1], [9]. Unfortunately, 
the existing literature does not 
provide important data on the 
applicability of facial 
recognition technology for 
enhancing the elements of 
subdomains across the domains 
of physical security culture in 
the oil and gas industry. 
Therefore, the study’s findings 
could be considered a valuable 
contribution in the literature 
regarding the applicability of 
facial recognition technology to 
the existing security domains of 
oil and gas facilities to enhance 
the performance of physical 
security systems. 

This study will examine the 
dependence of this integration 
process on the effectiveness of 
the organization's physical 
security culture's technological, 
organizational, and human 
domains. Furthermore, it is 
planned to examine the impact 
of these three domains on 
physical security performance 
while also investigating the 
physical security performance in 
light of external factors and 
physical security threats. Such a 
broad yet practical scope is 
novel for the literature. 
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Therefore, it is expected that the 
study will be valuable both from 
the practical and the theoretical 
perspectives. 

The study was conducted in 
line with an integrative 
conceptual framework of 
physical security culture. The 
model was initially constructed 
by [1] to describe and 
conceptualize the technological, 
organizational, and human 
domains of a physical security 
culture of an organization. The 
framework allows scholars and 
practitioners to analyze the 
physical security of a particular 
organization by scrutinizing its 
different domains and revealing 
a plethora of factors affecting 
physical security performance. 
Furthermore, using a physical 
security culture model allows 
the author to investigate a 
physical security culture in 
detail and link it to physical 
security performance and the 
integration of facial recognition 
technology. 

 
III. Research Methodology 

Considering that the article 
seeks to examine the 
performance of physical security 

systems in the oil and gas 
industry, it seems rational to 
choose the research philosophy 
of critical realism for this study. 
As it is known, critical realism 
allows scholars to explore reality 
through the analysis of 
sensations of research 
phenomena that humans share 
while also thoroughly 
addressing and eliminating the 
biases that inevitably 
accompany such feelings. Using 
this philosophy, the author of 
this research managed to collect 
sufficient data from employees 
of one organization in the UAE 
to achieve the objectives of this 
study.  

It was decided to choose an 
explanatory design rather than a 
descriptive or an exploratory one. 
This design is usually deployed 
exclusively to examine a causal 
relationship between variables, 
which applies to the current 
study. The article seeks not only 
to measure the physical security 
performance in the companies 
operating in the oil and gas 
industry but also to examine a 
relationship between 
weaknesses in the technological, 
human, and organizational 
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domains of the organization's 
physical security culture and the 
anticipated performance of a 
facility's physical security 
system following the integration 
of facial recognition technology. 
In this situation, the choice of an 
explanatory research design 
seems natural.  

The current study uses thirteen 
dependent variables, including 
the perceived effectiveness of 
security officers, traditional 
security controls, fingerprint 
technology, CCTV surveillance 
system, intrusion detection 
system, electronic access control 
system, security procedures, 
company policies, and the 
employees' attitudes towards the 
organization in detecting and 
deterring physical security 
threats. At the same time, the 
facility's anticipated physical 
security performance following 
the integration of facial 
recognition technology are the 
only two dependent variables in 
the study.  

A combination of inductive 
and deductive research 
approaches was used in this 
study within the cross-sectional 
time horizon. Simultaneously, 

the choice of a quantitative 
rather than a qualitative 
methodology is based on the 
author's intention to examine a 
causal relationship between 
variables, which is impossible in 
qualitative studies. Furthermore, 
quantitative research methods 
allow evaluating specific 
quantitative parameters of 
interest. Using the quantitative 
approach, the author collected 
credible data on the 
organization's physical security 
systems' critical vulnerabilities 
associated with the effectiveness 
of existing elements of the 
subdomains and vulnerabilities 
across the technological, human, 
and organizational domains.  

An online survey method was 
used to collect data on the 
problem under investigation 
from employees currently 
working in this organization. A 
complete list of requirements for 
potential respondents includes 
the aging, experience, and 
awareness criteria. In particular, 
potential participants of the 
study had to be at least 18 years 
old and have overall work 
experience in the company of at 
least six months. Furthermore, 
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domains of the organization's 
physical security culture and the 
anticipated performance of a 
facility's physical security 
system following the integration 
of facial recognition technology. 
In this situation, the choice of an 
explanatory research design 
seems natural.  

The current study uses thirteen 
dependent variables, including 
the perceived effectiveness of 
security officers, traditional 
security controls, fingerprint 
technology, CCTV surveillance 
system, intrusion detection 
system, electronic access control 
system, security procedures, 
company policies, and the 
employees' attitudes towards the 
organization in detecting and 
deterring physical security 
threats. At the same time, the 
facility's anticipated physical 
security performance following 
the integration of facial 
recognition technology are the 
only two dependent variables in 
the study.  

A combination of inductive 
and deductive research 
approaches was used in this 
study within the cross-sectional 
time horizon. Simultaneously, 

the choice of a quantitative 
rather than a qualitative 
methodology is based on the 
author's intention to examine a 
causal relationship between 
variables, which is impossible in 
qualitative studies. Furthermore, 
quantitative research methods 
allow evaluating specific 
quantitative parameters of 
interest. Using the quantitative 
approach, the author collected 
credible data on the 
organization's physical security 
systems' critical vulnerabilities 
associated with the effectiveness 
of existing elements of the 
subdomains and vulnerabilities 
across the technological, human, 
and organizational domains.  

An online survey method was 
used to collect data on the 
problem under investigation 
from employees currently 
working in this organization. A 
complete list of requirements for 
potential respondents includes 
the aging, experience, and 
awareness criteria. In particular, 
potential participants of the 
study had to be at least 18 years 
old and have overall work 
experience in the company of at 
least six months. Furthermore, 
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they also had to claim to be 
aware of the specifics of facial 
recognition technology and the 
various physical security 
controls utilized by the 
organization. If the study 
engaged respondents with 
limited experience or those who 
were not aware of the nature of 
facial recognition technology, 
such individuals would not have 
shared informed opinions on the 
problem under investigation.  

The author of the research has 
found and recruited respondents 
with the help of the probability 
sampling method. In addition, 
the researcher has contacted 
senior management at the 
organization, provided brief 
information about the research, 
and asked their permission to 
engage the company's 
employees in the survey. The 
survey was conducted using the 
SurveyMonkey platform. All the 
respondents received links to an 
online questionnaire. 
Accordingly, their responses 
were automatically processed by 
the system. It was decided to 
choose an online survey method 
because of its simplicity and 
effectiveness in collecting 

essential data without allocating 
significant resources. The 
questionnaire comprised three 
major sections: first, a 
demographic section, second, a 
part dedicated to the physical 
security performance in the 
organization, and the third 
section is focusing on 
integrating facial recognition 
technology with other physical 
security controls. 

The data were analyzed based 
on the variables' descriptive 
statistics. Furthermore, a 
regression analysis was 
conducted to measure a 
relationship between the 
perceived effectiveness of 
various physical security 
controls and the anticipated 
performance of the facility's 
physical security system 
following the integration of 
facial recognition technology. 
The Shapiro-Wilk test was run 
first to check the data for the 
assumption of normal 
distribution. After that, a 
multivariate regression analysis 
was run in SPSS to test research 
hypotheses. 
 
IV. Results 



ISSN: 2180-3811         Vol. 13     No. 1    January - June 2022

Journal of Engineering and Technology 

60

Journal of Engineering and Technology 

16 
ISSN: 2180-3811 Vol. XX No. X 

 

they also had to claim to be 
aware of the specifics of facial 
recognition technology and the 
various physical security 
controls utilized by the 
organization. If the study 
engaged respondents with 
limited experience or those who 
were not aware of the nature of 
facial recognition technology, 
such individuals would not have 
shared informed opinions on the 
problem under investigation.  

The author of the research has 
found and recruited respondents 
with the help of the probability 
sampling method. In addition, 
the researcher has contacted 
senior management at the 
organization, provided brief 
information about the research, 
and asked their permission to 
engage the company's 
employees in the survey. The 
survey was conducted using the 
SurveyMonkey platform. All the 
respondents received links to an 
online questionnaire. 
Accordingly, their responses 
were automatically processed by 
the system. It was decided to 
choose an online survey method 
because of its simplicity and 
effectiveness in collecting 

essential data without allocating 
significant resources. The 
questionnaire comprised three 
major sections: first, a 
demographic section, second, a 
part dedicated to the physical 
security performance in the 
organization, and the third 
section is focusing on 
integrating facial recognition 
technology with other physical 
security controls. 

The data were analyzed based 
on the variables' descriptive 
statistics. Furthermore, a 
regression analysis was 
conducted to measure a 
relationship between the 
perceived effectiveness of 
various physical security 
controls and the anticipated 
performance of the facility's 
physical security system 
following the integration of 
facial recognition technology. 
The Shapiro-Wilk test was run 
first to check the data for the 
assumption of normal 
distribution. After that, a 
multivariate regression analysis 
was run in SPSS to test research 
hypotheses. 
 
IV. Results 

Journal of Engineering and Technology 

17 
ISSN: 2180-3811 Vol. XX No. X 

 

A. Demographics  
An analysis of respondents' 

answers to demographic 
questions reveals that the sample 
is diverse. For example, around 
20% of the study's participants 
are younger than 26 years old; 
simultaneously, approximately 
24% are older than 40. Such 
aging characteristics seem 
natural. 

 
Table 1: Respondents' Age 

Age group N % 

18-25 years 38 20.43% 
26-30 years 42 22.58% 
31-35 years 31 16.67% 
36-40 years 29 15.59% 
41-45 years 17 9.14% 
46-50 years 25 13.44% 
51-60 years 3 1.61% 
More than 60 
years 

1 0.54% 

Total 186 100.00% 
 

The organization has 
employed a fifth of the sample 
for more than five years. At the 
same time, inexperienced 
employees who worked at the 
facility for around 6-12 months 
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is crucial as it indicates that 
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have informed opinions on 
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relatively homogeneous 
regarding employees' gender. 
The majority of the survey's 
participants (81.72%) are males. 
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B. Physical Security Systems 

at the Organization 
Respondents consider the 

current physical security 
controls that are used in the 
surveyed organization as 
effective. The table below 
illustrates that all the physical 
security controls except 
traditional security controls have 
received relatively high average 
marks. 

The survey results show that 
respondents are familiar with the 

security procedures used at the 
organization. 72.58% and 
17.74% of respondents indicate 
that they are incredibly familiar 
and very familiar with these 
procedures, respectively. Such a 
high level of awareness is 
essential since respondents are 
likely to possess detailed 
knowledge of the existing 
physical security controls used 
by the organization and their 
vulnerabilities. 

 
 

Table 2: Perceived Performance of Physical Security controls 
Physical Security Controls Mean Value 

Security officers 7.35 
Traditional security controls 6.24 
Fingerprint technology 7.81 
CCTV surveillance system 8.24 
Intrusion detection system 8.11 
Electronic access control system 9.03 
Security procedures 8.34 
Company policies 8.13 
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The mean value of 8.24 

illustrates that the overall 
performance of the physical 
security system at the 
organization is high. 
Furthermore, it has improved in 
the last three years. Even though 
most respondents consider these 
improvements as slight 
(59.14%), it is essential to 
emphasize that 72% of the 
study's participants agree that 
these positive changes took 
place. When discussing the pace 
of improvements across the 
three domains of physical 
security culture, it should be 
noted that the technological 
domain demonstrated the most 
significant improvement, which 
was recognized by 88% of the 
sample. On the other hand, 
25.27% and 27.42% of the 
sample reject any progress in the 

human domain and remain 
neutral on this matter, 
respectively. Similar results 
were also reported regarding the 
organizational domain. 58% of 
the sample believe that the 
organizational domain displays 
signs of significant or slight 
improvements, whereas 19.35% 
believe that the domain had not 
been enhanced. 

Interestingly, there is no 
agreement among respondents 
concerning a domain of a 
physical security culture that is 
especially vulnerable to physical 
security threats. 19.35%, 
17.20%, and 18.82% of the 
sample believe that the 
technological, human, and 
organizational domains, 
respectively, are the most 
vulnerable. At the same time, 
44.62% of them do not have a 

Figure 3:
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human domain and remain 
neutral on this matter, 
respectively. Similar results 
were also reported regarding the 
organizational domain. 58% of 
the sample believe that the 
organizational domain displays 
signs of significant or slight 
improvements, whereas 19.35% 
believe that the domain had not 
been enhanced. 

Interestingly, there is no 
agreement among respondents 
concerning a domain of a 
physical security culture that is 
especially vulnerable to physical 
security threats. 19.35%, 
17.20%, and 18.82% of the 
sample believe that the 
technological, human, and 
organizational domains, 
respectively, are the most 
vulnerable. At the same time, 
44.62% of them do not have a 

Journal of Engineering and Technology 

19 
ISSN: 2180-3811 Vol. XX No. X 

 

 
Figure 1: Respondents' Awareness of Security Procedures 

 
The mean value of 8.24 

illustrates that the overall 
performance of the physical 
security system at the 
organization is high. 
Furthermore, it has improved in 
the last three years. Even though 
most respondents consider these 
improvements as slight 
(59.14%), it is essential to 
emphasize that 72% of the 
study's participants agree that 
these positive changes took 
place. When discussing the pace 
of improvements across the 
three domains of physical 
security culture, it should be 
noted that the technological 
domain demonstrated the most 
significant improvement, which 
was recognized by 88% of the 
sample. On the other hand, 
25.27% and 27.42% of the 
sample reject any progress in the 

human domain and remain 
neutral on this matter, 
respectively. Similar results 
were also reported regarding the 
organizational domain. 58% of 
the sample believe that the 
organizational domain displays 
signs of significant or slight 
improvements, whereas 19.35% 
believe that the domain had not 
been enhanced. 

Interestingly, there is no 
agreement among respondents 
concerning a domain of a 
physical security culture that is 
especially vulnerable to physical 
security threats. 19.35%, 
17.20%, and 18.82% of the 
sample believe that the 
technological, human, and 
organizational domains, 
respectively, are the most 
vulnerable. At the same time, 
44.62% of them do not have a Journal of Engineering and Technology 

19 
ISSN: 2180-3811 Vol. XX No. X 

 

 
Figure 1: Respondents' Awareness of Security Procedures 

 
The mean value of 8.24 

illustrates that the overall 
performance of the physical 
security system at the 
organization is high. 
Furthermore, it has improved in 
the last three years. Even though 
most respondents consider these 
improvements as slight 
(59.14%), it is essential to 
emphasize that 72% of the 
study's participants agree that 
these positive changes took 
place. When discussing the pace 
of improvements across the 
three domains of physical 
security culture, it should be 
noted that the technological 
domain demonstrated the most 
significant improvement, which 
was recognized by 88% of the 
sample. On the other hand, 
25.27% and 27.42% of the 
sample reject any progress in the 

human domain and remain 
neutral on this matter, 
respectively. Similar results 
were also reported regarding the 
organizational domain. 58% of 
the sample believe that the 
organizational domain displays 
signs of significant or slight 
improvements, whereas 19.35% 
believe that the domain had not 
been enhanced. 

Interestingly, there is no 
agreement among respondents 
concerning a domain of a 
physical security culture that is 
especially vulnerable to physical 
security threats. 19.35%, 
17.20%, and 18.82% of the 
sample believe that the 
technological, human, and 
organizational domains, 
respectively, are the most 
vulnerable. At the same time, 
44.62% of them do not have a 

Journal of Engineering and Technology 

20 
ISSN: 2180-3811 Vol. XX No. X 

 

clear opinion on this matter. This 
finding illustrates that the 
organization's physical security 
system vulnerabilities 
encompass all three domains 
rather than originate from a 
single dimension.  

Whereas it is not completely 
clear what exact areas of 
physical security culture are 
especially vulnerable to physical 
security threats, almost 70% of 
the sample believes that the 
organization should enhance the 
physical security system. The 
existing physical security 

system is relatively effective, as 
illustrated by the average 7.82 
out of 10. At the same time, the 
significance of physical security 
threats and external factors 
affecting physical security 
performance received high 
average marks by respondents 
(7.53 and 7.89, respectively). 
Therefore, the idea of 
implementing new technologies 
or policies to enhance physical 
security performance in the 
organization operating in the oil 
and gas industry seems 
promising. 

 
Table 3: Recent Improvements in Performance of the Three Domains of a Physical 

Security Culture 
 Significant 

Improvement 
Slight 

Improvement 
No 

Improvement 
Neutral 

N % N % N % N % 
The 
technological 
domain 

36 19.35% 128 68.82% 5 2.69% 17 9.14% 

The 
organizational 
domain 

23 12.37% 85 45.70% 36 19.35% 42 22.58% 

The human 
domain 

14 7.53% 74 39.78% 47 25.27% 51 27.42% 

 
Table 1: Respondents' Evaluations of Physical Security Performance and Its 

Resilience towards Physical Security Threats and External Factors 
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Indicators Average Marks 
Performance of the existing physical security system 7.82 
Significance of physical security threats for the 
facility's physical security performance 

7.53 

Significance of external factors for the facility's 
physical security performance 7.89 

 
C. The Implementation of 

Facial Recognition 
Technology 

Results of the study illustrate a 
high level of respondents' 
awareness of facial recognition 
technology. For example, 
82.26% of the sample believe 
that they are aware of this 
technology's specifics. In 
comparison, 15.59% of them 
have chosen a response "maybe 
yes" to a question about their 
awareness of facial recognition 
technology. These numbers 
show that the study's 
participants are supposed to 
possess enough knowledge for 
sharing informed opinions on 
the problem under investigation. 

Even though respondents 
believe to be aware of facial 
recognition technology's nature 
and distinctive features, their 
knowledge of this technology is 
theoretical. Around a third of the 

sample cannot identify specific 
features of facial recognition 
technology that make it 
fundamentally different from 
other physical security controls. 
Furthermore, 25.27% of them 
are unsure whether the 
technology could be effectively 
integrated with other physical 
security controls. At the same 
time, it is essential to point out 
that the facility's staff is 
prepared to implement the 
technology. Such an opinion is 
supported by 78% of 
respondents. 
 

Table 2: Respondents' Awareness of 
the Specifics of Facial Recognition 

Technology 

 N % 
Definitely yes 153 82.26% 
Maybe yes 29 15.59% 
Not at all  0 0.00% 
Not sure 4 2.15% 

Total 186 100.00% 
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Figure 2: Staff's Preparedness for The Implementation of Facial Recognition 

Technology 
 

 
Figure 3: Respondents' Opinion on the Potential of Facial Recognition Technology 

to Improve the Facility's Physical Security Performance 
 

When asked to reflect on the 
projected performance of 
physical security systems 
following the implementation of 
facial recognition technology, 
60.75% and 25.27% of the 
study's participants believed that 
the technology could definitely 
or possibly enhance the 
performance of a physical 
security system, respectively. 
 

Table 3. Respondents' Opinion on 
Whether the Facial Recognition 
Technology Could Improve the 

Facility's Physical Security 
Performance 

 N % 
Definitely 
yes 

113 60.75% 

Maybe 
yes 

47 25.27% 

Not at all  0 0.00% 
Not sure 26 13.98% 
Total 186 100.00% 

 
D. Statistical Tests 

Results of the Shapiro-Wilk 
test indicate that the data for all 
the variables are normally 
distributed. Furthermore, the Sig. 
value for the dependent variable 
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is higher than 0.05. Therefore, 
the instrument of a regression 
analysis could be utilized to 
measure a relationship between 
the independent variables and 
the dependent variable of the 
projected performance of 
physical security performance 
following the implementation of 
facial recognition technology. 

All nine p-values in the table 
are below the 0.05 significance 
level, indicating a strong 
relationship between the 
variables. It seems that company 
policies and employees' attitudes 
are the least significant 

predictors of the projected 
performance of the physical 
security system following the 
implementation of facial 
recognition technology. Their p-
value is relatively high (0.41 and 
0.40, respectively). Nonetheless, 
they are lower than 0.05; 
therefore, their effect on the 
dependent variable could be 
essential. 

Results of the regression 
analysis show a statistically 
significant relationship between 
all the eight independent 
variables and the dependent 
variable. 

 
Table 4: Results of the Regression Analysis 

Model 

Unstandardized 
Coefficients 

Standardized 
Coefficients t Sig. 

B Std. 
Error Beta 

 (Constant) 7567.
341 1632.346  4.286 .000 

1 Security procedures .578 .075 .865 7.834 .029 

2 Company policies .687 .035 .731 6.523 .041 

3 Traditional physical 
security controls .623 .071 .822 7.239 .003 

4 Fingerprint 
technology .586 0.45 .756 7.834 .000 

5 Electronic access 
control system .672 0.54 .823 7.293 .000 

6 Perimeter intrusion 
detection system .694 0.24 .841 7.993 .000 

7 CCTV surveillance 
system .723 0.45 .873 7.025 .000 
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detection system .694 0.24 .841 7.993 .000 

7 CCTV surveillance 
system .723 0.45 .873 7.025 .000 
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Figure 3: Respondents' Opinion on the Potential of Facial Recognition Technology 

to Improve the Facility's Physical Security Performance 
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following the implementation of 
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60.75% and 25.27% of the 
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the dependent variable of the 
projected performance of 
physical security performance 
following the implementation of 
facial recognition technology. 

All nine p-values in the table 
are below the 0.05 significance 
level, indicating a strong 
relationship between the 
variables. It seems that company 
policies and employees' attitudes 
are the least significant 

predictors of the projected 
performance of the physical 
security system following the 
implementation of facial 
recognition technology. Their p-
value is relatively high (0.41 and 
0.40, respectively). Nonetheless, 
they are lower than 0.05; 
therefore, their effect on the 
dependent variable could be 
essential. 

Results of the regression 
analysis show a statistically 
significant relationship between 
all the eight independent 
variables and the dependent 
variable. 
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8 Security officers .813 0.68 .871 7.423 .000 

9 Employees’ attitudes .743 0.46 .885 7.001 .040 

 
V. Discussion 

The study's findings illustrate 
that facial recognition 
technology could significantly 
improve the physical security 
performance of organizations 
operating in the oil and gas 
industry. In respondents' opinion, 
this technology can address 
weaknesses and vulnerabilities 
of the existing physical security 
controls. A view that facial 
recognition technology has 
impressive features that are not 
inherent to other security 
mechanisms conforms to the 
literature review's findings [14], 
[20]. At the same time, it is 
essential to emphasize that the 
employees' awareness of facial 
recognition technology is rather 
theoretical. They know the most 
important specifics of this 
technology but barely 
understand how this technology 
could be utilized in practice. It 
might seem that such a 
regularity might constitute a 
disturbing problem for the 
surveyed organization, but it 

might be reasonable to disagree 
with such an impression. The 
staff's detailed knowledge of the 
specifics of facial recognition 
technology is not necessary for 
its effective implementation 
because this knowledge could be 
later enhanced with the help of 
relevant training. 
Simultaneously, most 
respondents believe that the 
organization is prepared to 
integrate the technology with 
other physical security controls. 
This readiness to embrace 
illustrates that the organization 
is unlikely to face substantial 
challenges related to integrating 
facial recognition technology in 
physical security culture's 
human and organizational 
domains. 

The study did not find a 
specific area of physical security 
culture’s domains that could 
significantly benefit from 
integrating facial recognition 
technology. It was shown in the 
research that the current physical 
security system that the 
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organization utilizes is effective 
across all three domains. The 
existing vulnerabilities are slight 
and hardly compromise the 
organization's physical security 
performance. In this situation, 
facial recognition technology 
could become an additional 
defense layer that would 
reinforce other physical security 
controls and help the facility 
become more resilient to 
physical security threats. It was 
demonstrated in the study that 
both external factors and 
physical security threats have a 
substantial impact on physical 
security performance. Therefore, 
the idea of using facial 
recognition technology to create 
an additional layer of protection 
seems topical. 
 
VI. Limitations, Conclusion, 

and Future Work 
Contrary to the initial 

expectations, it was found that 
all three domains of a physical 
security culture demonstrate 
similar performance levels. Thus, 
recent improvements in the 
technological domain seem 
more radical than those in the 
organizational and human ones. 

However, the current physical 
security culture of the 
organization does not have 
evident vulnerabilities in any of 
the three security domains. In 
this situation, it seems justified 
to assume that facial recognition 
technology could positively 
impact the entire physical 
security system by enhancing all 
three physical security culture’s 
domains. Such an assumption 
was confirmed in the study with 
the help of the regression 
analysis. In general, the research 
findings indicate that facial 
recognition technology is 
necessary for the organization. 
Furthermore, the staff is already 
prepared for embracing it, which 
could significantly simplify and 
facilitate the integration process. 

Two recommendations for 
further research could be 
formulated based on this study's 
findings. First, scholars should 
consider exploring three 
physical security culture’s 
domains of the organization in 
detail to determine their specific 
weaknesses and vulnerabilities. 
The study did not discover any 
evident vulnerabilities across 
these domains; nonetheless, the 
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sole fact that both the external 
factors and physical security 
threats were found to have a 
significant effect on physical 
security performance is 
indicative of the presence of 
such vulnerabilities. 
Understanding these 
vulnerabilities could help create 
a customized strategy for 
integrating facial recognition 
technology with the existing 
physical security controls. 
Second, scientists recommend 
investigating how the 
technology could be integrated 
with other physical security 
controls by examining possible 
overlapping areas. The 
discoveries of these areas could 
help the organization prepare for 
potential challenges likely to be 
experienced during the 
integration process.  

The research has two 
significant limitations. First, the 
study focused exclusively on 
data collected from employees. 
Accordingly, respondents' 
biases could have made a 
particular impact on the survey's 
findings. The author tried to 
analyze the data thoroughly to 
identify and eliminate biases; 

nonetheless, it is still possible 
that these biases had influenced 
the study's findings. Second, the 
research approaches the concept 
of physical security broadly. 
Therefore, employees' specific 
responses provided general 
information about physical 
security performance without 
clarifying the company's 
resilience towards particular 
threats. Further research is 
required to provide more details 
about how facial recognition 
technology could help 
organizations operating in the oil 
and gas industry address specific 
physical security threats and 
how the technology could be 
used during emergencies. 
Despite these limitations, the 
findings of this study provide a 
compelling reason to believe it 
could be valuable in theoretical 
and practical perspectives. 
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