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Abstract— This research explores the
development of a hybrid consensus algorithm
that combines the benefits of Proof of
Authority (PoA), Delegated Proof of Stake
(DP0S), and threshold cryptography to create
a secure, efficient, and scalable consensus
mechanism for resource-constrained
devices. The proposed algorithm addresses
traditional consensus algorithms' limitations
in resource-constrained environments, where
energy efficiency, security, and
decentralisation are crucial. By leveraging
the strengths of PoA, DPoS, and threshold
cryptography, this hybrid approach is
anticipated to provide a robust and adaptable
consensus mechanism to support many
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Blockchain

applications in loT, edge computing, and

other resource-constrained domains. The
research aims to investigate the feasibility,
performance, and security of this hybrid
consensus algorithm and its potential to
enable secure, decentralised, and scalable

blockchain-based systems for

resource-

constrained devices.

I. Introduction

The rise of Internet of Things
(IoT) devices and edge
computing has underscored the
necessity for secure, efficient,
and scalable blockchain
solutions designed for resource-
constrained environments.
Traditional consensus
algorithms like Proof of Stake
(PoA) and Delegated Proof of
Stake (DPoS) are energy-
efficient but often lack sufficient
security and decentralization. To
overcome these challenges, this
research proposes a hybrid
algorithm  that
combines the strengths of PoA,
DPoS, and threshold
cryptography, aiming to create a
robust mechanism suitable for
IoT and edge computing
applications [1]. By improving
the security and scalability of
blockchain systems in such

consensus

settings, the proposed algorithm
seeks to enable decentralized
and secure blockchain-based
solutions. According to previous
researcher  [2],  blockchain
technology highlight the
operates  through
mechanisms to
agreement among participants,
is structured into six layers—

consensus
ensure

data, network, consensus,
incentive, contract, and
application, facilitating

information transmission and
transaction validation without
the need for third-party
intermediaries. Each node in a
traditional blockchain maintains
a complete record of community
transactions, which are
timestamped and
cryptographically signed, while
the  consensus  mechanism

governs how agreement 1is
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reached, and records are

validated.

II. Related Work

The Proof of Authority (PoA)
consensus algorithm, proposed
by [3-4], is designed for
blockchain networks
limited number of pre-approved
validators who generate new
blocks, enhancing efficiency and
speed  while  significantly
reducing energy consumption
compared to Proof of Work

with a

(PoW). PoA is particularly
effective ~ in  private  or
consortium blockchains,
offering fast transaction

processing and low operational
costs, though it introduces
centralization risks due to
reliance on a small group of
trusted entities, which can lead
to potential censorship. In
contrast, the Delegated Proof of
Stake (DPoS) algorithm, allows
users to vote for a limited

number of representatives,
known as witnesses, to validate
blocks, thereby creating a

reputation-based voting system
that enhances efficiency and
scalability =~ while  reducing
energy consumption [5]. While

DPoS improves transaction
speeds over PoW and PoS, it
also faces challenges related to
reduced decentralization and
security concerns. Both PoA and
DPoS highlight the importance
of consensus algorithms in

optimizing blockchain
performance, with
cryptographic techniques

securing communications and
protecting sensitive information
through encryption and digital
signatures [6-7].

The  primary  goal  of
cryptography is to ensure data
privacy, secure web browsing,
and protect confidential
transactions, such as credit and
debit card transactions. There
are three main types of
cryptographic techniques: (i)
Symmetric Key Cryptography,
which uses a single shared key
for both encryption and
decryption, offering speed and
simplicity but requiring secure
key exchange, with examples
like DES and AES; (i) Hash
Functions, which generate a
fixed-length hash wvalue from
plain text without using keys,
making the original content
unrecoverable, commonly used
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for password encryption; and
(ii1) Asymmetric Key
Cryptography, or public key
cryptography, which employs a
pair of keys—public for
encryption and private for
decryption—widely utilized in
secure web browsing and digital
signatures, with RSA being a
notable algorithm.
Cryptographic techniques are
crucial for various applications,
including digital currencies,
electronic signatures, and end-

to-end Internet encryption,
providing benefits such as
access control, secure

communication, and protection
against attacks. Key features of
cryptography include
confidentiality, integrity,
authentication, non-repudiation,
interoperability, and adaptability,
ensuring that only authorized
parties can access information,
that data integrity is maintained,
and that identities are verified,
all while evolving to counter
emerging security threats [8-9].
Threshold cryptography is a
technique that divides a secret
key into multiple shares,
requiring a minimum number of
these shares to reconstruct the

original key, thereby enabling
secure and decentralized key
control. This approach enhances
the security and fault tolerance
of consensus algorithms in
blockchain, such as Proof of
Authority (PoA) and Delegated
Proof of Stake (DPoS), by
ensuring that multiple validators
must agree before adding a new
block, making manipulation by a
single entity more difficult [10].

Additionally, threshold
cryptography is beneficial in
distributed key management

systems, where no single
participant can control the
private key, thus improving
security. Public-key

cryptography, which utilizes a
pair of keys for data encryption
and decryption, can also be
integrated  with  consensus
algorithms like PoS and DPoS to
secure the voting process and
authorize node participation.
Furthermore, hash functions
play a crucial role in securing
data and ensuring integrity by
converting input into a fixed-
size string of bytes, Hash
functions can be combined with
various consensus algorithms,
including Proof of Work (PoW),
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PoA, and DPoS, to maintain the
integrity of the blockchain and
validate blocks process [11-12].
The consensus algorithm for
sharding-based blockchain
verification has been chosen to
improve scalability for resource-
constrained devices, combining
Proof of Authority, Delegated
Proof of Stake, and threshold

cryptography.

III. Methodology

This research is divided into
three phases as shown in Figure
1.

A. Phase 1:

Preliminaries
Study and  Problem
Identification

Phase 1 of this research study
includes the literature review
where relevant and essential
information based on the topic
under this research study is
conducted. This  research
engages in conceptualisation to
define resource-constrained
devices. The fundamentals of
defining  resource-constrained
devices are analysed to
understand the background of
the problem and identify what
factors must be considered in

finding solutions to this problem.

With the review articles based
on defined
constrained devices, the current
problems are analysed to make
improvements [13].

resources-

B. Phase 2: Developing
and Verification Sharding
Protocol

The Verification Sharding
Protocol significantly enhances
the scalability and performance
of blockchain networks by
facilitating parallel processing
of wverification tasks across
multiple shards. Phase 2 of this
protocol focuses on improving
the efficiency and reliability of
the verification process by
effectively implementing
sharding  mechanisms  and
addressing related challenges. A
key component of this system is
the use of a Verifiable Random

Function (VRF), which
randomly assigns nodes to
shards, ensuring a  fair

distribution and preventing any
single shard from becoming
overloaded [14]. The VRF
produces a random output that
can be verified by any network
node, making the assignment
process transparent and tamper-
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employing

a

randomness-based approach to

select nodes

for

transaction

verification and block creation,

the protocol
security and decentralization,
mitigating risks of centralization

enhances

and collusion among nodes.

4 Secunty and Efficiency Concems
5.Lack of Compreheasive Solutions

] :
| Phase 1: Preliminaries Study and Problem !
E Identification i
Preliminaries Propose novel
Study and Literature Review sharding scheme:
b combination of
Id‘:-?_;lm-l Proof of Autherity
tication (Pot), Delegated
Y Proof of Stake
1Scalzbility Challenges o, o
2 Limited Resonrces of IoT Device cryplography
3.Scalability Enhancement T

Objective 1

To propose a novel
sharding scheme that
balances scalability for
1esource-constrained
devices

Qutput
optimize the utilization of
scalability and transaction
that are part of the
blockchain network.

Phase 2 Develaping and Verification

L

. .
——————

Sharding Protocol ]
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) ‘ Enhance
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Objective 2

To develop lightweight
consensus and verification
methods tailored for
resource-constramed nodes
in a sharded blockchain
network

Output
Enhance scalability

Objective 3
To evahate the proposed
techniques through theoretical
analysis and empirical
evaluation nsing real-world
blockehain workloads under
VAIIOUS 18S0UICE consliaints
and network condifions.
aiming to validate their
scalability enhancements in
sharded blockchain networks

Output
Propesed Venfication technique
for Resource Constraint Device

Figure 1: The research methodology framework
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C. Phase 3: Empirical
Evaluation
The  Validating  Sharding

Protocol focuses on ensuring the
effectiveness, scalability, and
performance of the sharding
mechanism  implemented in
Phase 2, which is essential for
verifying the protocol's integrity
and reliability for real-world

blockchain applications. An
empirical evaluation aims to
measure the network's
scalability,  reliability,  and

efficiency within the context of
the Harmony sharding-based

blockchain. To enhance
scalability, the Practical
Byzantine  Fault Tolerance

(PBFT) consensus algorithm is
employed, dividing the network
into smaller groups, or shards,
where each shard reaches
consensus on  transactions.
Additionally, the Fast
Verification Protocol (FVP)
further boosts scalability by
enabling nodes to quickly verify
transaction authenticity without
needing to process the entire
transaction, thereby reducing
computational overhead and
allowing the network to handle a

higher volume of transactions
per second [15].

D. Initial Result

According to Table 1, the
hybrid consensus algorithm,
which integrates PoA, DPoS,
and threshold cryptography,
outperforms standalone PoA,
DPoS, and the PoA-DPoS
combination across key
performance metrics. It achieves
the fastest block time (10.2

seconds), indicating  more
efficient  block  production
compared to PoA (15.6

seconds), DPoS (12.1 sec), and
PoA-DPoS (13.8 sec). The
hybrid approach is also the most
energy-efficient, with an
average energy consumption of
35.1 mJ per block, significantly
lower than PoA (50.2 mJ), DPoS
(42.5 mJ), and PoA-DPoS (46.3
mJ). Furthermore, it ensures the
highest security, with a 99.8%
probability  of
malicious attacks, surpassing
PoA (95.2%), DPoS (97.5%),
and PoA-DPoS (96.3%). The
details are shown in Figure 3.
These results demonstrate that
the hybrid consensus algorithm
effectively  balances

preventing

energy
7
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efficiency, security, constrained environments.
decentralization, and scalability, Whereas Figure 2 shows the
making it ideal for resource- proposed architecture model.
RCNs Validators ShardCoordinators ThresholdNades
Transaction validation
Block creation
—————

Threshold signature generation

Validation result
Block ready

Secure signature

PoA Block creation

DPoS Block creation
Threshold signature
RCNs Validators ShardCoordinators ThresholdNodes

Figure 2: Proposed Architecture Model

Table 1: Initial Result

Algorithm Overview

PoA- A subset of nodes is selected based on their stake (i.e., the number of tokens or
based coins held) to participate in the consensus process.
Node def poa_consensus(devices, def generate_block(validator):
Selection stake_values): # Generate a new block with random
# Select validator with highest stake  transactions
value block = {validator': validator, 'transactions’:
validator = max(devices, [random.randint(1, 100) for _in range(10)]}
key=lambda x: stake values/x]) return block
# Generate block def sign_block(block, validator):
block = generate_block(validator) # Sign block with validator's private key
# Sign block with validator's private_key = get private_key(validator)
private key block_signature = sign_data(block,
block_signature = private_key)
sign_block(block, validator) return block_signature
# Verify block def verify_block(block, block_signature):
if verify_block(block, # Verify block signature with validator's public
block_signature): key
# Add block to blockchain public_key =
add _block_to_blockchain(block)  get public_key(block('validator'])
else: return verify_data(block, block_signature,
# Handle invalid block public_key)

handle invalid block(block)

ISSN: 2180-3811 Vol. XX No. X
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The selected nodes vote on the next block producer using a DPoS-based voting

mechanism.

def dpos_consensus(devices, # Verify block

reputations): if verify_block(block, block_signature):
# Elect leader validator with # Add block to blockchain

highest reputation add_block _to_blockchain(block)

leader validator = max(devices,
key=lambda x: reputations/[x])

# Generate block

block =
generate_block(leader validator)

# Sign block with leader validator's
private key

block _signature =
sign_block(block, leader validator)

else:
# Handle invalid block
handle_invalid block(block)
def elect _leader validator(reputations):
# Elect leader validator with highest
reputation
leader_validator = max(reputations,
key=reputations.get)
return leader validator

The block producer generates a block and shares the block hash with a threshold
number of nodes. These nodes jointly validate the block using threshold
cryptography, ensuring that at least a threshold number of nodes agree on the

block's validity.

def hybrid_consensus(devices,
stake_values, reputations):
# Select validators using PoS
validators =
select_validators(stake_values)
# Elect leader validators using
DPoS
leader_validators =
elect leader validators(reputations)
# Generate shared secret key using
threshold cryptography
shared_secret_key =
generate shared secret_key(leader v
alidators)
# Create and sign block
block =
create_block(leader validators)
block_signature =
sign_block(block, shared secret key)
# Verify block
if verify_block(block,
block_signature, shared_secret key):
# Add block to blockchain
add_block_to_blockchain(block)
else:
# Handle invalid block
handle_invalid_block(block)
def select validators(stake values):
# Select validators with highest
stake values

def elect leader validators(reputations):
# Elect leader validators with highest
reputations
leader validators = sorted (reputations,
key=reputations.get, reverse=True) [:5]
return leader validators
validators = sorted (stake values,
key=stake values.get, reverse=True) [:10]
return validators
def
generate_shared_secret_key(leader validators):
# Generate shared secret key using threshold
cryptography
shared_secret_key = threshold_cryptography.
generate_shared_secret_key(leader validators)
return shared_secret_key
def create_block(leader validators):
# Create a new block with random
transactions
block = {'leader _validators':
leader validators, 'transactions':
[random.randint(1, 100) for _in range(10)]}
return block
def sign_block(block, shared_secret key):
# Sign block with shared secret key
block_signature =
threshold_cryptography.sign_data(block,
shared_secret key)
return block_signature
def verify_block(block, block_signature,
shared_secret key):
# Verify block signature with shared secret key
return
threshold_cryptography.verify data(block,
block signature, shared secret key)
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Comparison Result

150
100
50
0 o— . ) -0
Hybrid Consensus PoA-only DPoS-only PoS-DPoS
==@=Block Time (sec) Energy Consumption (mJ) Security (%)
Figure 3: The comparison results between hybrid consensus, PoA,
DPoS and PoA-DPoS
Performance Metrics
Block Time The average time taken to produce and validate a block.
Energy The average energy consumed by each device per block.
Consumption
Security The probability of a malicious node successfully attacking
the network.
Algorithm Energy Security  Decentralization  Scalability
Efficiency
PoA Low Medium High Low
DPoS Medium Medium Medium
Hybrid (PoA,
DPoS, Threshold High High High
Cryptography)
Results
Metric Hybrid PoA- DPoS-only PoA-DPoS
Consensus
Block Time (sec) 10.2 12.1 13.8
Energy
Consumption 35.1 42.5 46.3
(m])
Security (%) 99.8 97.5 96.3
IV. Discussion by dividing the network into
The proposed ShardPoA- multiple shards, each managed
DPoS-TC scheme enhances by validators selected through a
blockchain  scalability  and Delegated Proof of Stake

addresses resource constraints

(DPoS) mechanism. Within their
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shards, these validators utilize a
Proof of Authority (PoA)
consensus mechanism to create
and validate blocks [16]. To
bolster security and privacy, the
scheme employs threshold
cryptography, allowing a group
of wvalidators to generate a
public-private key pair while
sharing the private key in a way
that prevents any single
validator from reconstructing it.
This approach results in
improved scalability, enhanced
security, decentralization, and
resource efficiency, positioning
ShardPoA-DPoS-TC  as a
promising solution for
blockchain  networks.  The
hybrid consensus algorithm is a
core component of a system that
includes  resource-constrained
devices connected through a
blockchain network [17].

V. Conclusion

The algorithm combines Proof
of Stake, Delegated Proof of
Stake, and threshold
cryptography for energy
efficiency, security, and
scalability. It selects validators
based on stake and voter
preferences, generating a shared

secret key for consensus and
updating the blockchain the
paper presents a  hybrid
consensus algorithm for
resource-constrained  devices,
combining PoA, DPoS, and
threshold cryptography. This
approach addresses traditional
limitations in energy efficiency,
security, and decentralization,
enabling secure, decentralized,
and scalable blockchain-based
systems. Future research should
focus on optimizing the
algorithm for specific use cases
and industries.
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